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KoHdurypupoBanue KOHTpo,//iepa 0eCIpoBOAHOI0 JOCTYIa
Eltex WLC (6a30Bblii ypoBeHb) V.1

JuTenbHOCTD Kypca: 32 akafieMUuecKrx uyaca (4 JHs)

LeneBas aynuropus:
- CucrtemMHble aIMUHUCTPATOPHI;
- ChenuanucTbl TEXHUYECKUX U UHKEHEPHBIX CITyXkO0;
- HMHxeHepsl CONPOBOXKIACHUSA U TEXHUYECKOU MOJAEPKKH.

TpeOoBaHus K y4aCTHUKAM:
- Hwmets npencrasienue o ctanaaprax, moaenu OSI u posi NpoTOKOJIOB;
- Tlonumanue 6a30BBIX MPUHIIMIIOB KOMMYTAIIUU U MapIIPyTH3AIUH;
- 3HaHuWe OCHOB nocTpoeHus cereit, mporokojoB TCP/IP u rexnonoruu Ethernet, Wi-Fi;
- 3HaHMe NOHATHI: KOMMyTaTOp, Mapupytuzarop, [P-agpec, MAC-anpec, macka noacetu, VLAN,
pexumbl Trunk n Access, nosns kaapoB Ethernet, nakancynsus, nenenne [P-cereii Ha moaceTw;
- 3HaHUWe NPUHIUIIOB pabOTH OCHOBHBIX MPOTOK0JI0B U cepBucoB (DHCP, NTP, Syslog);
- Ywmerts paborats ¢ CLI (6€3 npuBsA3KH K KOHKPETHOMY TTPOU3BOAUTEIIO).

Pe3yabTaTsl 00y4yeHus:

Ymers:

— TIPOBOAMTH OIIEHKY MPOU3BOIUTEIHHOCTH CETEBBIX YCTPOMCTB U MPOrPAMMHOTO O0ECTICUCHUS;

- HaCTpaWBaTh TMApaMETPbl CETEBBIX YCTPOWCTB H TMPOTPAMMHOTO OOECIIEYEHHsI COTIACHO
TEXHOJIOTUYECKOH MOJIMTHKE OpraHU3aIlny;

- YNATATh U IOHUMATh TEXHUYECKYIO TOKYMEHTAILUIO TI0 U3y4aeMbIM TEXHOJIOTHSIM;
OIIPENIeNIATh POOJIEMBI B TPOrPAMMHOM 00ECIICUCHUH;
oOHapy>KUBaTh aBAPHITHBIE COCTOSIHUS M UCTIPABIIATh UX;
YUTaTh JUArpaMMbl HANPaBICHHOCTH AaHTEHH W OCYINECTBIIATH BBIOOP OOOPYZOBaHUS TPHU
utaHupoBaHuu ceteid Wi-Fi;

- OCYIIECTBIISATh BBIOOp o00OpymoBaHus st moctpoeHus cered Wi-Fi ¢ ucnosnbp3oBanuem
o0opymoBaHuUs DITEKC;

- IPUMEHSTh METOJbl ITUTAHUPOBAHMSI, ONTHMH3AIMA M TIOWCKAa HEHUCIPABHOCTEH B OECIPOBOJHBIX
CeTSX.

3Hath:

— OCHOBHBIE IPUHIIHUITB] YCTAHOBKU CETEBBIX YCTPOMCTB HHPOKOMMYHUKAITHOHHBIX CUCTEM;

— JTarbl MPOILECCOB KOHPUTYPUPOBAHHS CETEBBIX YCTPONUCTB U IPOTPAMMHOTO 00ECTICUCHHSI,

— MPUHLIUIBI aIMUHUCTPUPOBAHUS MPOLECCa KOHTPOJISI MPOU3BOIUTEILHOCTH CETEBBIX YCTPOWMCTB H
MIPOTPaAaMMHOTO 00eCIICUCHUS;

— NMPUHLHUIBI aIMUHUCTPUPOBAHUSL TIPOIIECCA YMPABICHUS O€30MaCHOCTHIO CETEBBIX YCTPOWCTB H
MIPOrPaAaMMHOTO 00eCIICUeHUS;

— MPUHIUIIBI TOUCKA ¥ TUATHOCTUKU OLIMOOK CETEBBIX YCTPOUCTB M MIPOrPAMMHOTO 00eCIIeUeHUS;

— IIPOTOKOJIBI U TEPMHUHBI OECITPOBOIHBIX ceTeir Wi-Fi;

— CTaH/AapThl poyMHHTa B ceTsx Wi-Fi;

— OCHOBHBIE METO/IbI IU(YPOBOI MOTYIISIIUH.
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Baaners:

- HaBBIKAMHU HACTPONKHM aKTHBHBIX CETEBBIX YCTPONCTB M MpUHIMNAMU KoHpurypupoBanus DHCP-
cepBepa Ha koHTpouiepe WLC;

- HaBBIKAMU HACTpOiku OecmpoBomHbix ceredt Wi-Fi cpegnero pasmepa ¢ HUCHOJIB30BaHUEM
koHTpoJuiepa WLC npousBoacTBa DITEKC;

- HaBBIKAMH BOCCTAHOBJICHHUSI TAapaMETPOB IPOTPAMMHOIO OOECIEUYEHHUs] CETEBBIX YCTPOMWCTB,
yCTpaHeHus: COOEB U OTKA30B CETEBBIX YCTPOMCTB U OMEPAIIMOHHBIX CUCTEM.

YueOHO-TeMaTHUeCKHH T/IaH
«Kondurypuposanue KoHTpoJiiepa 6ecripoBogHoro goctyna Eltex WLC
(6a30BbIi ypOBeHB) V.1»

HaumenoBaHue Onucanne Bpems

Tema: 1. TeopeTHyeckue 0CHOBBI PaJUOCBSA3H. 3,5
yaca

Onucanue: 1.1. Teopema IllenHoHa-XapT/u. 2 yaca

1.2. 3ona ®penens.

1.3. Buzibl aHTeHH: HaripaB/ieHHbIe U BCeHallpaB/IeHHbIe.
1.4. [lnarpaMma HaripaB/IeHHOCTH aHTeHHBI.

1.5. KoadduimeHT ycuieHvst aHTeHHBI.

1.6. IllnpyHa 1yya aHTEHHBI.

1.7. Texnonoruss MIMO, OFDM.

1.8. OcHoOBHbIe MeTO/bI LIU(PPOBOL TaOYIALHH.

1.9. npekc moaysiumu U cxembl KogupoBanuss MCS.

JlaGoparopHas: |1.1. [ToakiroueHre K KOHTposuiepy, uHTepdetic komaHaHoM ctpoku WLC. | 1,5 yaca

HaumeHoBaHue Onucanue Bpemsa
Tema: 2. CtanpapTel 4 0a3oBble moHATHA Wi-Fi. 4 gyaca
Onucanue: 2.1. Crangaptel IEEE 802.11. 1,5 yaca

2.2. YcrpoticTBa B 6eCTIpOBO/THOM CETH.
2.3. BSS, BSA, BSSID, SSID, ESS, Mesh, Ad hoc.
2.4. VIndpacTpyKTypHbIil pexxuM 1 WDS.

JlabopaTopHas: |2.1. Hactpoiika cxembl L2 6e3 ipaBus Firewall. 2,5 gaca
HaumeHoBaHmue Onucanue Bpemsa
Tema: 3. ®opmar u Tunsl KajpoB Wi-Fi. 3,5
yaca
Onucanue: 3.1. ®opmats! Kazapos IEEE 802.11-2020. 2 qaca

3.2. dopmat u 3HaueHue mnoJier 3aronoBka kajgpa PVO IEEE 802.11-2020.
3.3. 3Hauenwusi cybmosieit mons Frame Control 3aronoBka kazpa 802.11,
ToJiel 3arojioBka Kazpa 802.11.

3.4. ®parmenranus B 802.11.
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3.5. AgpecHsble 1ossl.

3.6. Ilepepaua kazpa.

3.7. Vicnosib30BaHue 10/l afjpecariyu.

3.8. Ynpasnenue focryrnoM. Merog CSMA/CA. Ynpasnstomue kagpel RTS
u CTS.

3.9. Kagpei-masiku (Beacon frame).

JlabopaTopHas: |3.1. Hactpoiika cxemsl L2 ¢ mpaBuiamu Firewall. 1,5 yaca
HaumenoBaHue Onucanue Bpems
Tema: 4. AropuT™MBI 0€30MaCHOCTH. 2,5
yaca
Onucanue: 4.1. Be3onacHocTtb Wi-Fi. 1 gac

JlabopaTopHas: |4.1. IlepeornpezeneHue JIOKaI[|i A1 OAHOM TOUKU JOCTyTa, cMeHa SSID, 1,5 gaca
r3MeHeHue niaposis Jyist WPA Personal aBTopur3aiiuu.

HaumeHoBaHue Onucanue Bpems
Tema: 5. PoymuHr B cetsix Wi-Fi. 3 yaca
Onucanue: 5.1. ITonatue poymuHra. 2 yaca

5.2. Crangaptsl IEEE 802.11k, 802.11v, 802.11r.

5.3. Pexxum ayTeHTHUKALIVH.

5.4. IIpouecc ayrentudukauuun WPA2-PSK.

5.5. [pouecc ayrentudukanmu 802.1x — coryiacoBanue kiroua mexay STA
n WLC.

5.6. Cranpgapr 802.11r.

5.7. ArpeccMBHOCTb POYMUHIa.

5.8. Crangapr IEEE 802.11k, 802.11v.

5.9. IToaeps>kka CTaHAAPTOB OBLICTPOr0 pOyMUHTA.

JlaGoparopHas: |5.1. Hactpoiika Airtune Ha WLC. 1 yac
HaumeHnoBanue Onucanue Bpems
Tema: 6. OcHOBBI pajUOI/IAHUPOBAHMS. 2,5
yaca
Onucanwe: 6.1. /Inaria3oHbI KaHaJIoB. 1,5 yaca

6.2. BbIOOp KaHa/IOB COCE/ICTBYIOIIMX TOUEK JOCTYTIA.
6.3. Cxemnl pacripefiesieHHs] KaHAIOB.

JlaGoparopHas: 6.1. O6HoBeHMe TTO Touek gocTyma. 1 yac
HaumeHnoBaHue Onucanue Bpems
Tema: 7. O030p /iMHelikKHu OecipoBojHOTO 000pyAoBanus Eltex. 3 vaca
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w €ELTEX
Onwucanue: 7.1. O630p ¥ XapaKTEePUCTHUKHU OECTIPOBOIHOTO 000PY/I0BaHUS. 1 yac
7.1.1. becripoBOHbIe TOUKU JOCTYIIA.
7.1.2. Koutposmiep WLC.
7.1.3. AirTune.
7.1.4. 3amura u ripefotBpaiijeHye atak (WIDS/WIPS).
7.1.5. Pertenus BT/
JlabopaTopHas: |7.1. PekoHdurypaiys cxembl 1.3 nipu ucmosib3oBanuy BHemiHero RADIUS- | 2 gaca
cepsepa WLC.
HaumeHoBaHue Onucanue Bpems
Tema: 8. Konrposuiep 6ecnipoBogHoro gocryna WLC. 8,5
4acos
Onucanue: 8.1. Bo3MOKHOCTH ¥ XapaKTePUCTUKHU KOHTPOJIEPOB OECTIPOBOIHOTO 4,5 gaca
mocryrna WLC.
8.2. TunoBele cxeMbl noakaoueHuss WLC.
8.3. [TogktoueHue, MPUHLUIBI KOH(UTYPUPOBaHUS.
8.4. Ynpasnenue koHtposepom WLC.
8.4.1. Hactpoiika uHTepdeiicoB, ceTeBbIX apaMmeTpoB U firewall.
8.4.2. Hactpoiika DHCP- u DNS-cepBepa.
8.4.3. Hactpoiika NTP-cepBepa.
8.5. HacTpotika Moaynst yripaB/ieHust Toukamu goctyrna WLC.
8.5.1. Hacrpotika nnpoduns SSID.
8.5.2. Hactpoiika nipodusieit KOHGUTypal[iy Touek J0CTyTa.
8.5.3. Hactpoiika npoduseli pasronHTepdeiicoB ToUek J0CTyTa.
8.5.4. Co3pnanue yiokaumu (ap-location) u oripeziesieHvie rpaBul
KOH(UTypUpOBaHUs TOUEK AO0CTYIa, BXOJSIIUX B JIOKALIMIO.
8.5.5. Onpepenenye nmojceTei 006C/Ty’KMBaeMbIX TOUEK ZOCTYTIA.
8.5.6. Hactpoiika cepBrca aBTOperucTpalyy Touek J0CTyrna Ha
KOHTpOJL/Iepe.
8.6. Hacrpotiika koHTposuiepa fs opranusaiuu SoftGRE DATA TyHHesnei.
8.7. Hactpoiika RADIUS-cepBepa.
8.8. Hactporika NAT.
8.9. O6HoBneHue 1O Touek AOCTYTIA.
8.10. Hacrpoiika AirTune.
8.11. O6HoBIeHMe rporpaMMHoro obecreuenrss WLC.
8.12. O630p WEB-uHTepdetica.
JlabopaTopHas: |8.1. Hactpoiika cxemb L3. 4 yaca

ITpome)xyTouHbIe U UTOrOBbIe (popMbI aTTecTanuu: 1,5 yaca

B paMkax naHHOTO Kypca MpeoCcTaBiIsieTCsl OJJHA MOMBITKA MPOX0KICHHUS CePTU(PUKAITMOHHOTO UCTIBITAHUS,
KOTOpast MOKET OBITh MCII0JIb30BaHa B JIEHb 3aBEPILEHHs Kypca.

B ciydae HeymayHOro 3aBEpIICHUs MOXKHO OOPAaTUTHCS B KOMMEPUECKUH OTAET I PUOOPETEHUS IIaTHOM
JOTIOJIHATEIBHOMN TIOTIBITKH.

[1naTHOM MOMBITKOW MO>KHO BOCIIOJIB30BAaThCsl B TeUEHHE 21 KaleHAapHOro JIHS NOCIE 3aBEPILICHUs
oOydJeHwus.
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